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Panel: Motion to Dismiss? Multistakeholder norms and the role of courts in 

shaping Internet policy. 

Key Conclusions: 

• Inter-jurisdictional conflicts are not new, but the Internet has increased the opportunity for 
conflicts exponentially.  When facing a conflict of laws, a court must choose one law or the 
other.  Outside of the courts, there are multistakeholder efforts underway to create different 
types of solutions to cross-border Internet policy problems. 
 

• When courts issue technology-based orders to non-parties, they forgo an assessment of the 
impacts upon Internet architecture, its providers, and speech.  

• Courts should consider a new principle of “least necessary harm to connectivity” when issuing 
technology-based orders. 

Detailed Summary: 

We often consider courts as the measure of last resort for fights over domestic policy.  With Internet-
related disputes, however, courts can find themselves in the position of speaking first, to a global 
audience, on crucial, international policy issues.  Absent an understanding of multistakeholder Internet 
governance, and basic knowledge of the principles underpinning the Internet’s architecture, courts can 
“throw a wrench in things.”  What can the Internet community do to help courts better understand the 
impacts that domestic judgments have on the global Internet?  How might courts be able to respond? 

Inter-jurisdictional conflicts are not new, but the Internet has increased the opportunity for conflicts 
exponentially.  When facing a conflict of laws, a court must choose one law or the other.  Outside of 
the courts, there are multistakeholder efforts underway to create different types of solutions to cross-
border Internet policy problems. 
 
Lawyers have had to deal with spillover across borders for centuries.  The conflict of laws is not a new 
problem, but the Internet’s capacity to connect billions across the world has amplified the opportunity 
for conflicts to an unprecedented degree. Two different courts considering the same Internet content 
can reach different conclusions. In cases involving parties from different countries, one court may have 
to decide between two different laws.  
 
Courts normally apply the law of the jurisdiction in which they sit.  In cases where there is a conflict of 
laws, however, courts, on an exceptional basis, may refrain from applying local law and apply the foreign 
law, instead.1  Courts exercise comity when they determine that applying the local law would, for 
example (and in very simple terms), cause more international strife than it is worth.2   

                                                 
1 While the panel discussed international comity as an option for courts addressing Internet-related cases involving 
a conflict of laws, there was no mention of a case where this had occurred (which suggests that one has not). 
2 “’Comity,’ in the legal sense, is neither a matter of absolute obligation, on the one hand, nor of mere courtesy 

and good will, upon the other. But it is the recognition which one nation allows within its territory to the 
legislative, executive, or judicial acts of another nation, having due regard both to international duty and 
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Outside of the courts, efforts are underway to develop, through a process involving government and 
private sector representatives, civil society, academia and members of the technical community, 
practical, collaborative solutions to cross-border problems - in particular in the areas of law enforcement 
access to data, content disputes, and domain-name suspension requests.3   Central to these efforts is 
the notion of legal interoperability and the idea that, in some cases, similar laws may be able to 
“coexist.”  Instead of having to choose one law over the other, as courts must do, a solution 
accompanied by technology-based measures might fit comfortably under laws from two or more 
jurisdictions.4   
 
Technology-based measures are not without controversy, however, particularly if they are deployed in 
the absence of due process.  Due process issues are fundamental within the multistakeholder process 
described above, but their consideration by courts when issuing technology-based orders to third-party 
service providers is not guaranteed. 
 
When courts issue technology-based orders to non-parties, they forgo an assessment of the impacts 
upon Internet architecture, its providers, and speech.  

 
One of the scenarios described a dispute between two countries, where a court in country A (A) orders 
the owner of a website in country B (the website owner) to take down content that is legal in country B, 
but not in country A.  A then orders Internet infrastructure providers (in country A) to block access to 
the subject website, which, incidentally, results in collateral damage to Internet infrastructure.  Traffic to 
the site drops dramatically, and even though the content is legal under the laws of country B, the 
website owner removes it in order to recapture the significant amount of traffic that comes from 
country A. 

A response to this scenario pointed out firstly that, provided the website owner had no connection with 
country A other than the fact that his website was accessible by people in country A, the court would 
not have jurisdiction.  Nonetheless, by enjoining domestic infrastructure providers, A was able to effect 
content removal, illustrating the extraterritorial impact of court decisions in Internet-related cases. 

More importantly, however, if the court served technology-based orders upon infrastructure providers, 
who have control over how information flows, but who were not party to the case, then the court 
missed the opportunity to fully grapple with the consequences of its orders and to consider all interests 
are stake.  For example, website blocking orders can be overbroad, blocking both protected and 
unprotected speech, and thus serving as a prior restraint.  In addition to speech complications, blocking 
orders can also cause technical problems – interfering, for example, with domain name system security 
extensions, and thus rendering Internet users at a greater risk of having their information stolen. 

                                                 
convenience, and to the rights of its own citizens, or of other persons who are under the protection of its laws.” 
Hilton v. Guyot, 159 U.S. 113, 163–64 (1895).  
3 The Internet & Jurisdiction Policy Network (IPJN), available at: https://www.internetjurisdiction.net/.  The 
working groups of the IJPN will meet this year in Berlin in June. 
4 For example, countries with similar laws on speech may resolve a conflict through filtering technology: If certain 

speech is legal in country A but not country B, and the speech is on a platform hosted by a company in country A 
but accessible in country B, “modalities of filtering it through the platform, IP or other” can prevent access to that 
content in country B, “meanwhile making it accessible still everywhere else.” 

 

https://www.internetjurisdiction.net/
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Courts decide cases between litigants.  There is no public interest attorney who appears to argue on 
behalf of the first amendment.  

Courts should consider a new principle of “least necessary harm to connectivity” when issuing 
technology-based orders. 

Since LICRA v Yahoo in 2000, a certain few cases have engaged court consideration of technology-based 
orders to address extraterritorial conflicts.5 Modern efforts to bring the technical perspective into courts 
are made by advocacy groups through their filing of briefs or interventions. The sense of the panel, 
however, was that more can be done to improve the judiciary’s (and the legislature’s) appreciation of 
the unintended “collateral damage” inflicted upon Internet infrastructure by technology-based court 
orders.   

Better regulation and law enforcement can come from understanding basic assumptions underpinning 
the Internet’s technical architecture.  A starting point in this regard is “stacking network functionality,” 
encompasses a set of assumptions about how to separate the functions necessary to build a network.  
The deeper into the network the Court’s order reaches, the more pernicious effects upon the Internet’s 
functions and the flow of information. Being able to distinguish between infrastructure level technology 
and application level technology is key in this regard.  

In light of these collateral impacts, and in determining whether to issue a technology-based injunction, 
the court should consider a new principle of “least necessary harm to connectivity.” The least restrictive 
means test might serve as a close relative.    

  

 

  

                                                 
5 Ligue contre le racisme et l'antisémitisme et Union des étudiants juifs de France c. Yahoo! Inc. et Société Yahoo! 
France, No. RG 00/05308 (May 2000). 
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Scenarios for 2025: Motion to Dismiss 

 

It is 2025, over 50 years since the creation of the Internet.   
 
Back in 2018, a European court confirmed that GDPR monetary fines could be assessed against 
US companies serving even a small number of European residents -- even when they are on 
American soil.  That ruling prompted most US businesses to apply GDPR regulatory restrictions 
to all their users, in order to avoid ruinous fines. Also, ICANN’s registries and registrars further 
restricted what they reveal about domain registrants, despite a year-long effort to generate a 
new consensus policy for access to non-public Whois data. 
 
In 2019, the European Court of Justice ordered Google to suppress - on a global scale - search 
results that were de-indexed pursuant to a Right to be Forgotten.  One case involved a German 
currency trader requesting de-listing of his prior convictions for insider trading.  Another 
involved an Italian politician who sought de-listing of negative media coverage of a prior 
corruption investigation.  
 
This immediately creates a clash between courts and norms in the EU and elsewhere.  In the UK 
(no longer part of the EU) norms and courts regard the “right to know” just as highly as the EU’s 
“right to be forgotten.”   And in the US, laws and courts have held that employers can be liable 
if they failed to use reasonable diligence to discover past criminal activity of people they hire. 
 
In 2021, An American court orders a sharing site based in China to prevent copyrighted content 
from being seen or downloaded by US residents, without explicit permission of the copyright 
owner -- even though sharing of some of that same content was explicitly permitted in 
China.  The US court then orders cloud providers and ISPs to prevent any US access to the 
Chinese website, despite experience showing that DNS blocking causing collateral technical 
problems.  The US court order is followed by many providers, causing a dramatic decline in 
traffic on the Chinese website. As a result, the site removes content to comply with US law, 
even though that content is legal in China and in several other countries. 
 
In 2023, renewed international terrorism and cross-border cyber attacks leads to increased 
electronic surveillance by governments and law enforcement.  Then, a court ruling in India 
confirms that the government can outlaw the use of Transport Layer Security (TLS), a norm 
developed by the multistakeholder community at IETF to allow client/server communications in 
a way that prevents eavesdropping.  This ruling immediately results in curtailed internet traffic 
to and from the booming economic region of south Asia.  In response, internet service 
providers abandon TLS for all of their global communications, raising fears about free 
expression and civil liberties. 
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Panelists: 

Anupam Chander, Visiting Professor at the Georgetown University Law Center 

 

Anupam Chander is Professor of Law at Georgetown University Law Center. The author of the widely-

reviewed book, The Electronic Silk Road (Yale University Press), he studies the global regulation of new 

technologies. A graduate of Harvard College and Yale Law School, he clerked for Chief Judge Jon O. 

Newman of the Second Circuit Court of Appeals and Judge William A. Norris of the Ninth Circuit Court of 

Appeals. He practiced law in New York and Hong Kong with Cleary, Gottlieb, Steen & Hamilton. He has 

been a visiting law professor at Yale, the University of Chicago, Stanford, and Cornell. He previously 

served as the Director of the California International Law Center and Martin Luther King, Jr. Professor of 

Law at UC Davis. An elected member of the American Law Institute, he has also served on the Executive 

Council of the American Society of International Law, where he cofounded the International Law and 

Technology Interest Group. He serves as a judge of the Stanford Junior International Faculty Forum. The 

recipient of Google Research Awards and an Andrew Mellon grant on the topic of surveillance, he has 

served on ICTSD/World Economic Forum expert groups on the digital economy. 

 

Bertrand De La Chapelle, Executive Director, Internet & Jurisdiction Policy Network 

 

Bertrand de La Chapelle is the Executive Director and Co-founder of the Internet & Jurisdiction Policy 

Network. He has been a determined promoter and pioneering implementer of multi-stakeholder 

governance processes for more than 15 years, building upon his diversified experience as a career 

diplomat, civil society actor and tech entrepreneur. He was previously a Director on the ICANN Board 

(2010-2013), France's Thematic Ambassador and Special Envoy for the Information Society (2006-2010) 

and an active participant in the World Summit on the Information Society (2002-2005), where he 

promoted dialogue among civil society, private sector and governments. Bertrand is a frequent speaker 

in major Internet governance processes such as the Internet Governance Forum.  

 

As an engineer, Bertrand was in the 1990s the Co-founder and President of the virtual reality company 

Virtools, now a subsidiary of Dassault Systèmes. Bertrand de La Chapelle is a graduate of Ecole 

Polytechnique (1978), Sciences Po Paris (1983), and Ecole Nationale d'Administration (1986). 

 

Stephen LaPorte, Legal Director, Wikimedia Foundation 

 

Stephen is Legal Director at the Wikimedia Foundation, where he advises on copyright, privacy, free 

expression, and other internet law and policy topics. Stephen is co-creator of CollabMark, a trademark 

guide for open source software. He is also an active contributor to open source software projects, 

including a series of interactive visualizations on Wikipedia. Stephen’s main areas of interest are open 

source licensing and online platforms. Stephen graduated from the University of Nebraska-Lincoln and 

the University of California, Hastings College of the Law. 

 

Emma Llansó, Director of the Free Expression Project at Center for Democracy & Technology 
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Emma Llansó is the Director of CDT’s Free Expression Project, which works to promote law and policy 

that support users’ free expression rights in the United States and around the world. Emma leads CDT’s 

work in advancing speech-protective policies, which include legislative advocacy and amicus activity in 

the U.S. aimed at ensuring that online expression receives the highest level of protection under the First 

Amendment. Recognizing the crucial role played by Internet intermediaries in facilitating individuals’ 

expression, she works to preserve strong intermediary liability protections in the U.S. and to advance 

these key policies abroad. 

 

Emma also leads the Free Expression Project’s work in developing content policy best practices with 

Internet content platforms and advocating for user-empowerment tools and other alternatives to 

government regulation of online speech. The Project’s work spans many subjects, including online child 

safety and children’s privacy, human trafficking, privacy and online reputation issues, counter-terrorism 

and “radicalizing” content, and online harassment.  

 

Ali Sternburg, Senior Policy Council, Computer & Communications Industry Association 

 

Ali Sternburg is Senior Policy Counsel at the Computer & Communications Industry Association. After 

initially joining as a Legal Fellow in June 2011, she focuses on online copyright issues and other areas of 

intellectual property policy. She is one of the main contributors to CCIA’s innovation-centered online 

initiative, the Disruptive Competition Project, dubbed DisCo and is also a Fellow at the Internet Law & 

Policy Foundry. 

 

She received her J.D. in 2012 from American University Washington College of Law, where she was a 

Student Attorney in the Glushko-Samuelson Intellectual Property Law Clinic, President of the Intellectual 

Property Law Society, Senior Symposium Chair and Senior Marketing Manager for the Intellectual 

Property Brief, and a Dean’s Fellow at the Program on Information Justice and Intellectual Property. 

 

Suzanne Woolf, Independent consultant specializing in Internet infrastructure operations and policy 

 

Suzanne Woolf is experienced in both the technical and policy aspects of the evolution of the Internet, 

particularly DNS and other network operations. She has held a variety of roles for the Internet Systems 

Consortium since 2002, currently including product management, strategic considerations for ISC's 

software and protocol development projects, and participation in Internet technical policy activities with 

ICANN, ARIN, and others. 

 

As Technical operations manager for ICANN, Suzanne worked on the initial design and implementation 

of ICANN's internal network and providing operational support for ICANN's root nameserver. Earlier, she 

performed programming and systems administration for USC Information Sciences Institute. Her 

projects included programming and systems support, network engineering, and nameserver 

management. 
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Moderator: 

Andrew Bridges, Partner, Fenwick & West LLP 

 

Andrew Bridges is widely regarded as one of the country’s leading litigators on cutting-edge and high-

stakes issues affecting technology, online platform and consumer oriented companies. Clients of all sizes 

seek him out not only to solve immediate business and litigation needs but also to help anticipate the 

potential policy implications and risks of new business models and technologies. A vigorous, skilled and 

strategic advocate in tough and important fights, Andrew has 30 years of complex litigation experience 

in Internet, technology, media, copyright, trademark, advertising, trade secret, consumer protection, 

unfair competition, licensing and other commercial law disputes. He also coordinates foreign litigation 

matters for innovators and companies around the globe and participates in global forums that shape 

policy developments affecting startups, technology companies, and online platforms. 

 

Organizers: 

Susan Chalmers, Internet Policy Specialist, NTIA, U.S. Department of Commerce 
Steve DelBianco, Principal, NetChoice 
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